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Preface
In early 2002, I sent the late Arthur Helton a report that my agency, the Catholic Legal Immigration Network, Inc. (CLINIC), had recently completed on the U.S.-Mexico border.  I had just replaced Arthur as co-chair of the Immigration and Nationality Committee of the American Bar Association’s (ABA) International Law Section.  Wasting no time, Arthur suggested that we needed to shift our attention to the Canada-U.S. border.  The U.S. northern border, he said, offered the perfect locus to study the interplay between security, free trade, and migrant rights in the post-September 11th world.  Nobody ever accused Arthur of thinking on a small scale and, characteristically, his idea was difficult to resist.  In short order, the Section approved the project and the Washington, D.C. law firm of Hogan & Hartson offered pro bono support.  The Paul D. Schurgot Foundation, Inc. subsequently agreed to provide important financial backing.   

The ABA Committee envisioned a fairly straightforward process of three-fact finding visits, research, and a report.  The report, we hoped, would provide a snapshot of the Canada-U.S. border at a time of significant transition and challenge, and describe how the two nations were balancing security, trade and human migration.  The Committee chose three bi-national communities for its site visits: Fort Erie, Ontario and Buffalo, New York; Windsor, Ontario and Detroit, Michigan; Vancouver, British Columbia and Blaine, Washington.  These communities include the two largest, bi-national communities along the Canada-U.S. border, and a more rural, albeit crucial, passageway that terrorists had already attempted to breach.  The Committee wanted to observe first-hand the interconnectedness of life along the border, as well as the effects of  post-9/11 security initiatives.  Each visit included discussions with U.S. and Canadian officials, tours of border facilities, demonstrations of new technologies, interviews with immigrant rights agencies, and meetings with other border stakeholders.  

The site visit to Buffalo-Fort Erie—which was arranged by Ellen Yost, an ABA Committee member with the law firm of Fragomen, Del Rey & Bernsen—took place on May 21 and 22, 2003.  The delegation met with a number of former Immigration and Naturalization Service (INS) and U.S. Customs officials, who had been incorporated into the new U.S. Department of Homeland Security (DHS) just two months earlier.  These officials included: Kerry Freiling, Customs and Border Protection (CBP) Assistant Director for Immigration Policy; Keith Konopa, DHS Operations Specialist; Madeleine Rowland, Assistant Director for Operations, Buffalo Field Office; Jack Moscarella, an Operations Specialist; and Kathy Howard, an Operations Specialist, and an official who asked to remain anonymous.  The delegation also met with Catherine Kerr, who chaired the Cross-Border Mobility Committee for the U.S. Chamber of Commerce in Canada, and Pat Warren, a prominent businessman and a board member of the Canadian/American Border Trade Alliance.  The group interviewed, via telephone, George Haynal, Senior Vice President of the Canadian Council of Chief Executives and former Canadian Consul General in New York.  Catherine Kerr, a Canadian barrister and solicitor, participated in this part of the delegation’s visit.  Finally, the group spoke with Molly Short, legal supervisor of VIVE, Inc., a non-profit shelter and legal service provider for persons seeking political asylum in Canada and the United States. It also toured the VIVE, Inc. facility and met with staff.

A Committee delegation visited Detroit, Michigan on June 24 and 25, 2003.  In Detroit, the delegation toured Freedom House, a non-profit organization located near the Ambassador Bridge that provides shelter, legal and other services to refugees seeking political asylum in the United States or Canada.  At this stop, the delegation met with David Koelsch, the lead attorney at Freedom House, his staff, and Viviana Lande, director of the Archdiocese of Detroit’s Immigration Legal Services office.  The delegation interviewed Philippe Lupul, Consul and Immigration Program Manager, Canadian Consulate in Detroit, and Kevin Weeks, CBP Director of Field Operations in Detroit, and select DHS staff.  The group also briefly met with a representative from the Detroit Chamber of Commerce.  Scott Cooper, a Troy, Michigan attorney with Fragomen, Del Rey & Bernsen, helped to organize this trip.  

On October 23, 2003, a Committee delegation traveled to Blaine, Washington where it met with DHS officials including: Margaret Fearon, CBP Area Port Director; Phillip Stanford, CBP Chief Inspector, Passenger Operations; Bruce Bruner, legacy INS port director; and Jerry Jensen, CBP Assistant Area Port Director, Passengers/Enforcement.  In a separate meeting, the delegation spoke with Border Patrol officials, including Joseph Giuliano, Assistant Chief Patrol Agent.  On the Canadian side of the border, the group met with Citizenship and Immigration officials, including: Norman Hopkins, Program Specialist for the British Columbia/Yukon Region; Carol Young, Director of Operations; and Bev Steeves, Supervisor at the Port of Entry.

Beyond those interviewed in the three bi-national communities, the Canada-U.S. Border Project owes a particular debt of gratitude to: William J. Butler of the Paul D. Schurgot Foundation; ABA committee member Ellen Yost; Hogan & Hartson attorneys Elizabeth Baltzan, Haley Boyette, Deen Kaplan, Helaine Perlman, Elizabeth Speck, and Jonathan Stoel; and my ABA committee co-chairs Michael Turansick and Gabrielle Buckley.  The Report was written by me and the Hogan & Hartson attorneys.  Deborah Myers, an expert on the Canada-U.S. border at the Migration Policy Institute in Washington, D.C., generously reviewed the Report.  Above all, the Committee wishes to honor Arthur Helton, who died as he lived, in service to others, in the August 19, 2003 bombing of the U.N. headquarters in Baghdad.  May we continue to follow Arthur’s lead and inspiration for years to come.

Donald Kerwin

ABA Immigration and Nationality Committee

International Law Section

I. Introduction



Shortly after the September 11, 2001, terrorist attacks, U.S. land ports-of-entry effectively closed. Delays averaged 12 hours.
  Truck lines at the Ambassador Bridge in Detroit, Michigan, the busiest truck crossing in North America, stretched for miles.
  By September 14th, U.S. car assembly plants—which depend on receiving parts “just in time” from Canadian manufacturers—began to shut down, costing millions of dollars in lost wages and revenue.
   



In the aftermath of the attacks, the world’s “longest, unprotected border,” long a symbol of pride and partnership, suddenly seemed a source of vulnerability.
  Initial reports that the September 11th terrorists had entered the United States from Canada proved erroneous, but terrorists had crossed the border in the previous years.
  In December 1999, U.S. officials caught Ahmed Ressam, an Algerian national and member of the Montreal cell of the Armed Islamic Group, at Port Angeles in Washington State, with his car trunk filled with explosives.
   Ressam, the so-called “millennium bomber,” had planned to attack Los Angeles International Airport on New Year’s Day, 2000.  



Abu Mezer was arrested three times in Washington State and ultimately captured in Brooklyn, New York with pipe bombs that he planned to detonate in a suicide attack in the New York subway system.
  Nabil Al-Marabh, a Kuwaiti national who lived in the United States and Canada from 1989 onwards, shared a phone number with two of the September 11th terrorists.
  He was arrested in Chicago.  These cases exposed the vulnerabilities of each nation’s counter-terrorism defenses.



The presence of terrorist groups in Canada has been of longstanding concern to the Canadian government.  As the Canadian Security Intelligence Service puts it: “With the possible exception of the United States, there are more international terrorist organizations active in Canada than anywhere in the world.  This situation can be attributed to Canada’s proximity to the United States which currently is the principal target of terrorist groups operating internationally; and to the fact that Canada, a country built upon immigration, represents a microcosm of the world.”
  Abderraouf Jdey, a Tunisian al Qaeda operative who lived in Montreal, appeared in a martyrdom video in Afghanistan.
  He had been trained to participate in a U.S. hijacking, either September 11th or a subsequent attack.
  In May 2004, former U.S. Attorney General John Ashcroft, and Federal Bureau of Investigation (FBI) Director Robert Mueller, solicited the public’s help in locating Jdey and Amer El-Maati, a second al Qaeda operative with Canadian citizenship.
  El-Maati, a licensed pilot of Egyptian or Syrian origin, allegedly discussed hijacking a plane in Canada and crashing it into a U.S. building.



The Canada-U.S. border extends 5,525 miles and has 84 land ports-of-entry.
  In 2001, only 369 U.S. Border Patrol agents (roughly 4 percent of the total) covered this massive area.
  In 2000, the Office of the Inspector General (OIG) of the U.S. Department of Justice (DOJ) concluded that the Border Patrol could not quantify the drug or human smuggling problem across the border.
  The OIG found that smuggling rings listened to non-secure Border Patrol radio communications and waited to cross after agents went off duty.
  In one 300-mile stretch, OIG identified 65 smuggling routes.
  The report also found that agents on the U.S.-Canada border were more likely to encounter weapon and drug smuggling than those on the U.S.-Mexico border.
  Most low-volume ports-of-entry between Canada and the United States went unstaffed—protected only by “an orange cone in the road”—during off-hours.
  This approach contrasted sharply with border control on the U.S.-Mexico border.  As the U.S. “9/11 Commission” reported, by 1999 one U.S. Border Patrol agent had been hired for every quarter mile of the U.S.-Mexico border, compared to one every 13.25 miles on the U.S.-Canada border.



Set against these security concerns, the volume of commercial and personal traffic across the border precludes policies that would result in measurably longer crossing times.  In 2003, two-way trade between the United States and Canada exceeded $372 billion, with the Ambassador Bridge (between Detroit, Michigan and Windsor, Ontario) transporting more than $120 billion in goods.
  Roughly 82 percent of Canadian exports go to the United States and 19 percent of U.S. exports are sent to Canada.
  Thirty-nine U.S. states count Canada as their largest export market.
  In FY 2003, the United States conducted 428 million inspections for entry.
  More than 11 million trucks, seven million shipping containers, and two million railroad cars enter the United States each year.
  In 2002, 32.5 million cars, 6.9 million freight trucks, and 1.8 million rail cars crossed from Canada to the United States.
  

The two nations approached these challenges from the perspective of their long history of cooperation at the border.  In December 2001, they agreed on a “smart border” declaration and 30-step action plan designed to increase security and facilitate the lawful flow of goods and people.  The Smart Border agreement called for a variety of security-related initiatives, including: (1) expanded bi-national border enforcement teams; (2) coordination between national and local law enforcement on both sides of the border; (3) coordinated gathering and dissemination of intelligence information; (4) synchronized visa waiver programs; and (5) joint development of biometric identifiers for travel documents.
  Subsequently, Canada and the United States entered an Agreement for Cooperation in the Examination of Refugee Status claims from National of Third Countries (hereinafter the “Safe Third Country Asylum Agreement”).  Under it, a migrant must apply for asylum in whichever country he or she first reaches.
  As of this writing, the Agreement had not been implemented in either nation. 

Despite these efforts, bi-national cooperation has not always prevailed since September 11th.  In 2003, the United States initiated a “special registration” program.  Males over age 16 from 25 countries, who had entered the United States on temporary visas prior to September 30, 2002, were required to appear for photographs, fingerprinting, and interviews.  Nearly 14,000 were placed in removal proceedings, most of them for overstaying their visas.
  Thousands more fled to the U.S.-Canada border where, stranded in border hotels, shelters, and detention centers, they awaited refugee determination interviews in Canada.  U.S. officials did not release detainees for their Canadian refugee interviews.  This program raised significant humanitarian concerns, had questionable utility as a national security tool, and overwhelmed the Canadian asylum process.  


The case of Maher Arar has become the subject of a Canadian Commission of Inquiry, led by Mr. Justice Dennis O’Connor, but has received scant attention in the United States.  U.S. officials detained Arar, a dual citizen of Canada and Syria, as he attempted to pass through John F. Kennedy International Airport in New York on his way to Canada.  After days of interrogation about his alleged terrorist ties and despite his repeated refusals to concede to deportation, the United States removed Arar to Syria (via Jordan), rather than Canada, where he reportedly suffered torture over a ten-month period.   




The September 11th attacks also led to broad legislation and government restructuring in both countries.  Most prominently, on March 1, 2003, the U.S. Department of Homeland Security (DHS) came into being in the largest U.S. government restructuring since World War II.   DHS encompasses 180,000 federal workers from 22 agencies, including the former Immigration and Naturalization Service (INS), U.S. Customs Service and U.S. Coast Guard.
   This high-stakes transition is playing out most dramatically at the U.S. borders. 




In response to these developments, the ABA’s Immigration and Nationality Committee, International Law Section decided in 2002 to undertake a study of the border.  To the Committee, the Canada-U.S. border represented the epicenter of bi-national attempts to balance national security, free trade, economic development, and migrant rights.  Between May and October of 2003, Committee delegations made fact-finding trips to three bi-national communities: Buffalo, New York and Fort Erie, Ontario; Windsor, Ontario and Detroit, Michigan; and Vancouver, British Columbia and Blaine, Washington.  These included the two largest, bi-national communities along the border, as well as a more rural, albeit crucial, passageway between the countries that terrorists had already attempted to breach.   




During these trips, Committee delegations met with U.S. and Canadian border officials, business people, academics, trade associations, and immigrant rights groups.  The delegations also toured immigration facilities on both sides of the border.  The trips had as their overarching objective to study the interplay between border security measures, trade, and migrant rights.  At the time, many enforcement initiatives had just begun, including the absorption of the former INS and U.S. Customs Service into DHS.  The Committee recognized that a definitive report on the DHS transition and post-9/11 security initiatives would be impossible.  However, it believed that there would be value in studying the border during an historic transition period.  




This Report has four additional parts.  Section II describes the Canada-U.S. border prior to September 11th.  In particular, it highlights the high degree of economic integration between the United States and Canada, as measured by the volume of trade, the amount of border traffic, the extensive use of “just in time” contracts, and the interdependence of local, bi-national communities.  It concludes that a less efficient border would be untenable from both an economic and a national security perspective. This section also describes the extensive cooperation between U.S. and Canadian officials in addressing common border challenges.  In particular, it outlines pre-9/11 programs that attempted to balance border security with the exigencies of trade and human migration.  These programs led directly to the “smart border” agreement and action plan, which sets the framework and establishes the goals for U.S.-Canada border relations in the post-9/11 era.




Section III describes the joint security challenges facing the United States and Canada, and the efforts taken by both nations to address the threat of terrorism.  The Report discusses the “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (the “USA PATRIOT Act” or “the Act”),
 the creation of DHS and its early work on the U.S.-Canada border.  This section also describes the security-related criticisms of the Canadian immigration system.  In addition, it analyzes Canada’s Immigration and Refugee Protection Act (IRPA), its national security policy, and other reforms.  Finally, it highlights a range of security programs and technologies, some bi-national, some specific to the United States or to Canada.   




Section IV sets forth humanitarian, legal, and security concerns related to measures that target particular groups of migrants.  This section describes the importance of immigrants to both nations.  It discusses three initiatives—the Safe Third Country Asylum Agreement, U.S. “special registration” programs, and the return of suspected terrorists to nations where they face torture—that undermined these proud traditions and U.S.-Canada relations.  Section V outlines the Committee’s findings.  

II.  The Canada-U.S. Border Prior to 9/11


The Canada-U.S. border has long reflected the inter-dependence of the two nations, as evidenced by its immense volume of commercial and personal traffic.  While U.S. and Canadian border officials enjoyed a history of cooperation in addressing law enforcement challenges prior to 9/11, national security did not represent their primary focus. 

A.  Border Communities


One observer has described the border as an “artificial continental divide of common interests and similar people, a line drawn by long-dead treaty negotiators and cartographers with a warped sense of humor.”
 Border families, communities, and businesses have traditionally conducted their affairs with little impediment from the “artificial divide.”  Residents of bi-national communities attend school, work, marry, and socialize together.  George Haynal, Vice President of the Canadian Counsel for Chief Executives, has coined the word “intermestic”—a mix of “international” and “domestic”—to characterize cross-border relations.



The Haskell Opera House and Library exemplify the border’s fluidity.  The stage and front rows of the Opera House are located in Quebec, Canada, while the back rows and most of the balcony seats are in the United States.
  Inside the Opera House, a piece of black tape marks the border.
  The interdependence of some bi-national communities extends to emergency preparedness and medical care.
  After the terrorist attacks, hundreds of nurses living in Windsor, Ontario could not reach their jobs in Michigan, threatening the operation of U.S. hospitals. 



In 2002, roughly one million pedestrians crossed legally from Canada to the United States.
  In 2000, Canadians made 14 million overnight visits to the United States, and 42 million Americans visited Canada.
  Local businesses—malls, restaurants, casinos, and sports teams—depend heavily on cross-border customers.
  This degree of interdependence is not surprising when one considers that 90 percent of Canadians live within 100 miles of the border.

B.  Economic Interdependence


Globalization and free trade require relatively open borders, but this openness creates vulnerability to terrorism.
  The September 11th attacks confirmed the need for greater control over the flow of goods and people across the border.  However, as both nations recognize, draconian border control tactics could devastate their economies.
  They could also be counter-productive from a security perspective, creating the kinds of conditions in which criminals and terrorists flourish.  As one commentator puts it: 

 The experience over the past decade of stepped-up enforcement along the Mexican border suggest that U.S. efforts aimed at hardening its borders can have the unintended consequence of creating precisely the kind of an environment that is conducive to terrorists and criminals . . . .  Draconian measures to police the border invariably provide incentives for informal arrangements and criminal conspiracies to overcome cross-border barriers to commerce and labor movements.



The United States and Canada are among the world’s largest bilateral trading partners.
  In 2003, trade between them exceeded $372 billion.
  Roughly 82 percent of Canadian exports head to the United States and 19 percent of U.S. exports go to Canada.
   Canada is the largest supplier of petroleum and total energy to the United States.
  It also serves as the largest export market for 39 U.S. states.
  The value of goods crossing the Ambassador Bridge linking Detroit, Michigan and Windsor, Ontario exceeds that of all U.S. exports to Japan.
  In 2003, heavy trucks made 13 million two-way trips across the Canada-U.S. border.
  



Not surprisingly, business practices that capitalize on the relatively open and predictable border have prospered.  The automobile industry has perfected “just-in-time-manufacturing” (JIT manufacturing) which treats border crossings as one step in an assembly line that moves parts quickly between Canada and the United States. The JIT concept has been replicated in the electronics, apparel, retailing and food industries.
  JIT manufacturing significantly reduces the costs of maintaining inventories,
 allowing components to be ordered and transported to assembly plants on an “as needed” basis.
  According to the automotive industry, if a parts shipment is delayed more than an hour, assembly plant disruption results.
  Delays initially lead to scheduling adjustments and ultimately to full plant closure.  Every hour of plant disruption results in an estimated $60,000 in lost earnings.
  General Motors, Ford and Daimler-Chrysler all shut down plants due to the September 11th border delays.
 

C.  Pre-September 11th Joint Initiatives on Border Security


Even prior to September 11th, Canada and the United States recognized that maintaining an open border required a commitment to security.  The “Accord on Our Shared Border” (the Accord),  announced in February 1995, committed both governments to a blueprint of shared goals and objectives such as: (1)  promoting international trade; (2) facilitating the movement of people; (3) providing enhanced protection against drug and human smuggling; and (4) reducing costs to both governments.
  In 1997, President Clinton and Prime Minister Chrétien reaffirmed their commitment to the Accord by announcing modest joint initiatives, like providing security to small border communities.



In 1999, President Clinton and Prime Minister Chrétien recommitted the two nations to developing joint solutions to border challenges. U.S. Secretary of State Madeline Albright and Canadian Minister of Foreign Affairs Lloyd Axworthy established the “Canada U.S. Partnership Forum” (CUSP) under the direction of their main deputies for hemispheric relations.
  This led to a series of meetings in 2000—the first held in Niagara-on-the-Lake, Ontario, and Buffalo, New York, and the second in Vancouver, British Columbia, and Blaine, Washington—in which senior officials discussed the best ways to maintain an open but secure border.



Integrated Border Enforcement Teams (IBET) began in Washington state-British Columbia in 1996, and have since expanded across the border.  In IBET operations, border and law enforcement officials from both countries share intelligence, enforcement strategies and resources to address terrorist threats, smuggling, and crime.
   



The Commercial Vehicle Processing Centre (CVPC) began at the Peace Bridge in Fort Erie, Ontario in November 1999.
   CVPC attempts to avoid the congestion caused by lack of advance document preparation by allowing U.S. officials to review commercial paperwork for U.S.-bound trucks in Canada.  



Despite these and other bi-national security measures, pre-9/11 border stakeholders emphasized the overriding need for an efficient border.  In a series of town hall and focus group meetings as part of a 1998-1999 study, Carnegie Endowment scholars observed that border residents did not identify security (from other residents in bi-national communities) as a significant priority.  They reported that: 

Not a single person raised serious security concerns about the entry of either Canadians or Americans into their neighbor countries.  Nor did anyone argue that a more open or differently managed border would lead to less (or presumably more) security.  In fact, they were strongly skeptical of ‘solutions’ that might further inconvenience the legitimate traffic to try to catch an additional few violators.
  

One prominent border coalition sought an open border by 2012, the 200th anniversary of the War of 1812.
  Security has become a greater concern for border residents and groups in the post-9/11 era.

III.  September 11, 2001 and Its Aftermath


After September 11th, the United States and Canada faced a paradox.  They depended on open economic relations for their prosperity and strength, but also recognized the need to safeguard their economic systems and infrastructure.  As one commentator puts it: 

U.S. prosperity—and much of its power—relies on its ready access to North American and global networks of transport, energy, information, finance, and labor.  It is self-defeating for the United States to embrace security measures that end up isolating it from those networks.

In introducing Canada’s national security policy, Prime Minister Paul Martin stated: “Our prosperity is directly linked to this openness and to our ability to flourish in an increasingly interdependent world.”
  The connection between prosperity and power is not lost on al Qaeda terrorists who select high-profile economic targets to weaken their enemies.

A. The U.S. Response


The United States responded to September 11th attacks with its “war on terrorism.”  Among other immigration-related measures, it passed the USA-PATRIOT Act, created DHS, and enhanced its border enforcement efforts.    

1. The USA PATRIOT Act


Six weeks after the September 11th attacks, President Bush signed into law the USA PATRIOT Act.  The Act included a number of reforms related to intelligence gathering and sharing.  It required: (1) the Federal Bureau of Investigation to share criminal history information from the National Crime Information Center (NCIC) with officials in the immigration process
; (2) the development of technology to verify the identity of those seeking a visa or entry;
 (3) an entry-exit tracking system;
 (4) increased monitoring of foreign students;
 and (5) assurance that countries whose nationals can enter the United States without visas have developed tamper-resistant passports.
 



The USA PATRIOT Act also expanded the security-related grounds for inadmissibility, removal, and detention.  The Act bars from admission any representative of a “foreign terrorist organization” or of a group whose endorsement of terrorism undermines the U.S. anti-terror campaign.
  The spouses and children of persons inadmissible on these grounds cannot be admitted if the terrorist activity occurred within the previous five years.
  The Act provides an exception, however, if a spouse or child “did not know or should not reasonably have known” about the terrorist activity or if he or she renounced it.
  



The Act makes inadmissible those non-citizens who are associated with terrorist organizations or who intend to engage in activities that could endanger U.S. “welfare, safety or security.”
  It provides for the deportation of those who engage in “terrorist activity” after admission.
  A non-citizen “engages in terrorist activity” when he incites, plans, gathers information on targets, solicits recruits or funds, joins a terrorist organization, or commits an act that he “knows, or reasonably should know, affords terrorists material support.”
  The term “terrorist organization” encompasses groups designated as such by the U.S. State Department or at least two persons who commit, incite to commit, prepare or plan, or gather information for terrorist activity.
    



The Act requires the detention of persons who are “certified” as suspected terrorists or terrorist supporters.  These include non-citizens whom the Attorney General has “reasonable grounds to believe” can be excluded or deported for terrorism or related activity.
  The Attorney General can “certify” non-citizens “engaged in any other activity that endangers the national security.”
  

2. The Department of Homeland Security


DHS represents one of the largest government restructuring efforts in U.S. history.
   Prior to 9/11, several high-level commissions had considered how to restructure the U.S. government to protect the country from terrorism.
  DHS established a unified structure in order to allow information to be shared “horizontally” across federal agencies and “vertically,” between federal, state, and local governments, private industry and citizens.  This vision has five corresponding goals: (1) to integrate information across the federal government; (2) to integrate information sharing across state and local governments; (3) to adopt common “meta-data” standards for electronic information related to homeland security; (4) to improve public safety emergency communications; and (5) to ensure reliable public health information.
 



DHS is organized under four main directorates:  (1) Border and Transportation and Security; (2) Emergency Preparedness and Response; (3) Science and Technology; and (4) Information Analysis and Infrastructure Protection.
  The Border Transportation and Security Directorate assumed major border security operations, including the U.S. Customs Service (previously part of the Department of Treasury), the INS (from the Department of Justice), the Federal Protective Service (from the General Services Administration), the Transportation Security Administration (from the Department of Transportation), the Federal Law Enforcement Training Center (from the Department of Treasury) and Animal and Plant Health Inspection Service (from the Department of Agriculture).
  



The Customs and Border Protection (CBP) division represents the largest merger of people and functions in DHS.
  It seeks to provide “one face at the border.”
  To further this objective, it has implemented uniform inspection procedures.
  CBP is also charged with distributing enforcement personnel and resources more evenly between the U.S. northern and southern borders.



The ABA Committee delegations found widespread support among U.S. border officials for the creation of DHS and for the transition to a single agency responsible for border control.  Even career INS officials who lamented the lack of “legacy” INS staff in high-ranking DHS positions agreed that the transition “had to happen” and was “inevitable.”  Most officials claimed that the transition had been seamless, although some indicated that their understanding of DHS’s mission—and their role in it—was less clear than it had been at INS.  The officials also identified the need for additional staffing, particularly to meet the demands of U.S. VISIT and other new initiatives.  However, they cautioned that staff should not be added rapidly, without experience of the efficiencies and demands that the transition would create.  As the transition moved ahead, the officials said, they would have a better sense of the skills and resources that would be needed.  Several expressed concern that CBP not grow too fast, as they believed that the Transportation Security Administration had.   



Border officials also argued for the need to calibrate staffing and technology.  Given the border’s size and new security challenges, the officials recognized the need for technology to serve as a “force multiplier” and thought that any hiring plan should reflect the efficiencies and needs created by new and expanded technology.  In one site, for example, a Committee delegation visited a monitoring room where one DHS staff person tracked 10-hours-a-day 32 screens with live feeds from 120 border locations.  CBP officials thought it more important to hire more staff to handle this responsibility than to add more field officers.    



Border officials stressed the crucial importance of training, given the consolidation of functions, staff attrition and projected agency growth.  Generally, DHS supervisors approved of the training that officers were receiving.  However, some expressed concern over the need for more expeditious supervisor training and better training in the use of new technology.  CBP has created a 71-day basic training course that combines the previous 53-day Customs’ Inspector and 57-day basic Immigration Inspector courses.  The CBP officer course for new hires began in October 2003.  “Legacy” INS and Customs’ Service officers began cross-training in 2004.



Immigrant advocacy groups have expressed concern that the two branches of DHS charged with enforcing immigration policies, CBP and Immigration and Customs Enforcement (ICE), should remain separate from U.S. Citizenship and Immigration Services (USCIS), the DHS division charged with providing immigration benefits.  However, both the “services” and “enforcement” functions should be closely coordinated.
  Their separation creates the potential for inconsistent policies that could adversely impact immigrants and refugees.



DHS also faces significant challenges related to intelligence and information sharing.  As the U.S. General Accounting Office reported, nine federal agencies operate 12 watch lists.
  The disparate missions and cultures of these agencies, as well as technical barriers, inhibit information sharing.
 According to its Office of Inspector General, DHS has failed to take the lead in consolidating these lists.
  DHS also bears the responsibility for coordinating information sharing among 3,000 counties and nearly 90,000 municipalities.
  Although the agency has set parameters on how this will occur, the process will be long and arduous.



The high rate of attrition among border officials presents another challenge to DHS.  Border Patrol attrition rates spiked at 18 percent in 2002, as agents took newly-created jobs in the Transportation Security Administration, but has since fallen to roughly 10 percent.
  In February 2003, the Department of Justice reported that approximately 26 percent of inspectors in air, land and sea ports-of-entry were newly hired.



Commentators have also criticized DHS for not using its substantial resources in a more focused, fiscally responsible manner.
  Because absolute security cannot be guaranteed and resources are limited, risk management strategies must be employed.  DHS must address the most pressing threats to domestic security.  As the 9/11 Commission put it: 

America can be attacked in many ways and has many vulnerabilities.  No defenses are perfect.  But risks must be calculated; hard choices must be made about allocating resources.  Responsibilities for America’s defense should be clearly defined.  Planning does make a difference, identifying where a little money might have a large effect.

3. U.S. Border Enforcement


Since September 11th, the United States has adopted and strengthened border control strategies that are rooted in three basic principles.  First, the border must represent the last line of defense.  Anti-terrorism efforts must begin beyond U.S. territorial limits.  Second, there needs to be a risk management approach to enforcement that focuses on high risk shipments, containers, trucks and people, and that enlists as partners frequent and low-risk crossers who have a vested interest in the border’s smooth and efficient operation.  Third, the United States needs to extend and build on its excellent working relations with its northern and southern allies.  In ABA Committee delegation visits, U.S. officials reported that, since September 11th, the primary enforcement priority along the Canada-U.S. border has shifted from drug trafficking (which remains a high priority) to prevention of terrorist attacks.  Border officials further defined their main priorities as prevention of: (1) an attack on border infrastructure; (2) the introduction of a radiological device or weapon of mass destruction; (3) the entry of terrorists or those who materially support them.



For a short period after September 11th, INS staffed all border crossings with two armed inspectors.
  Subsequently, CBP “hardened” the border with gates, signs, lights and remote surveillance systems.
  The number of CBP officials on the Canada-U.S. border has risen from 1,600 on September 11th to 2,900 by the end of 2003.
  The number of U.S. Border Patrol agents on the Canada-U.S. border is projected to increase from 368 positions on September 11th to roughly 1,000 agents in 2004.
  



U.S. border officials reported that they do not plan to implement a blockade on the Canada-U.S. border, as they have on the U.S.-Mexico border.  Instead, they described their operative model as one of “vertical enforcement,” locating officers at key check points and using technology as a force multiplier.  The size, terrain and climate of the Canada-U.S. border, they argued, made a “horizontal” model impractical and unnecessary. 



Border officials uniformly expressed support for new and expanded technology.  This includes cameras tied to motion sensors, radiation portal monitors, personal radiation detectors, radiation isotopes identifiers, mobile Vehicle and Cargo Inspection Systems (VACIS) (which use gamma rays to search trucks for anomalies in their cargo), and dogs sniffing for drugs, chemicals, and nuclear materials.
  In addition, officials highlighted programs such as NEXUS, the Free and Security Trade Program (FAST), and the Container Security Initiative (CSI) (discussed in more detail below) as illustrative of attempts to employ technology to ensure a “smarter” border.  In Blaine, Washington, for example, underground sensors linked to cameras feed “real time” footage of multiple border locations into a control room at the Border Patrol station.  Rather than relying on the physical presence of agents to patrol the borders—a scenario that requires significant staff and potential danger—officials monitor the border remotely from a single room.  



Despite advances, officials stressed that no amount of technology, staffing or preparation can guarantee border security.  Dangerous people and cargo can still cross the border undetected and a catastrophic attack (tied to the border) could still occur.  U.S. and Canadian officials described the pressure of trying to prevent the entry of even a single terrorist, given the potential consequences.  One U.S. official called post-9/11 border control a “game of one.”  A Canadian official spoke of the overriding difficulty of “knowing what’s inside a person’s head.”  Another U.S. official said that any crosser might be a “worst case scenario” and that agents know that they will not get a “second chance” to prevent an attack.   Many spoke about the “millennium bomber” case in which the intuition and experience of a single agent foiled an ambitious terrorist plot.  Professional intuition and judgment, however, do not always suffice.  When asked what other factors play a role in capturing terrorists, one Border Patrol officer responded “luck.”  While the United States must work to prevent further attacks, it must also “prepare to deal with attacks that are not stopped.”



Committee delegations also learned of U.S. outbound inspection operations.  U.S. officials characterized these as “pulse and surge” (not predictable) inspections of departing traffic.  Initially, outbound inspections were intended to enforce currency laws, as well as trade and technology embargos.  Since 9/11, they have also been used to protect infrastructure and gather intelligence. 

B.  The Canadian Response


Canada has responded to the post-9/11 world by attempting to balance security concerns, with a commitment to maintaining its own identity and values.
  Like the United States, it has passed comprehensive immigration and counter-terror legislation, restructured its intelligence, law enforcement, and border enforcement agencies, and implemented new enforcement initiatives.  U.S. and Canadian border enforcement philosophies mostly track each other.  Canada recognizes “that a modern border requires, as much as possible, that screening activities should take place before a traveler or cargo arrives,” that the border must facilitate “trade and travel,” and that “high risk travelers and cargo” must be targeted and prevented from entering.
 

1. Canadian Immigration-Related Security Measures


Canada has worked hard to dispel criticism that its immigration policies threaten the United States.
  Shortly after September 11th, inaccurate reports surfaced that as many as five of the terrorists had entered the United States from Canada.
  However, the United States has continued to express concerns about Canadian citizens who belong to al Qaeda,
 and to warn that a threat might “find its way to the United States from Canada.”
 At the same time, it has praised Canada’s heightened border enforcement efforts, particularly those taken in response to key U.S. political events and anniversaries that terrorists might target.
   



One of Canada’s three national security goals is to ensure that it “is not a base for threats to our allies.”
  Canadian officials argued that Canada should not be viewed as a haven for terrorists or a threat to the United States.  They also recognized that if Canada were viewed as a threat, this could result in more restrictive U.S. border policies, which would have a disastrous effect on Canada’s economy.  Canadian policy documents have been explicit about this concern.



The officials stressed that Canada had instituted many security measures before the United States, and had acted decisively in the aftermath of September 11th.  Even prior to 9/11, for example, Canada had: (1) linked its domestic and overseas computer systems and watch lists; (2) tracked immigrants from first contact to citizenship; (3) established a waiting period for visa applicants from certain countries; and (4) instituted a pre-clearance program for airline passengers.  In addition, roughly 200,000 undocumented persons reside in Canada, compared to an U.S. undocumented population of roughly 10 million.
  Any risk posed by these residents, officials argued, would necessarily be greater in the United States.



Some U.S. immigration officials maintained that Canada’s visa waiver program constituted a source of vulnerability to the United States.  Because Canada’s list of visa waiver countries differs from the U.S. list, they argued that foreign nationals who could not otherwise enter the United States without a visa could easily enter from Canada after obtaining visa-exempt entry into Canada.  The concern also extended to “permanent residents” in Canada.
   Other U.S. officials, however, disputed this claim, arguing that Canada’s immigration policies should not impact who the United States allows to enter.  This issue has subsequently been resolved.  As of March 17, 2003, foreign nationals and permanent residents of Canada must present a valid U.S. non-immigrant visa to enter the United States, with the exception of immigrants from countries on the U.S. visa waiver list.
  Canada has also begun to issue new, fraud-resistant permanent resident cards to all new immigrants arriving in Canada and to permanent residents.
  It will begin issuing passports with biometric data in 2005.



The Canadian government (and others) also expressed concern that the nation’s refugee program, which has been characterized by its independent tribunal process, fair legal standards and social service benefits, created “a security gap.”
  In late 2002, Canadian authorities arrested Mohamed Harkat, an Algerian national and alleged member of an al Qaeda “sleeper cell” who had been granted refugee status in Canada.
  Security concerns may lie at the heart of the Safe Third Country Asylum Agreement which requires migrants to apply for asylum in the first of the two countries that they reach.  Essentially, the Agreement removes from Canada the responsibility—and potential blame—for asylum-seekers that transit through the United States.

2.  The Immigration Reform and Protection Act


Canada has responded to the post-9/11 era with comprehensive immigration legislation to strengthen the security of its refugee and immigration systems.  Under the Immigration and Refugee Protection Act (IRPA),
 most migrants can make only a single refugee claim.
  Previously, some refugee claimants who lost their cases in Canada could return after 90 days outside the country to make a second claim.  IRPA allows persons, who have been denied refugee status and are facing removal, to apply for protection as part of a “pre-removal risk assessment” (PRAA) process if new evidence has arisen since the denial, was not reasonably available, or could not reasonably have been presented at the time.
  Persons denied refugee protection based on their criminality or the danger they pose can be granted PRAA protection only based on risk of torture, death, or cruel and unusual treatment or punishment (not if they meet the refugee standard).
  In those cases, acceptance of an application stays the removal order, but does not confer refugee protection.



IRPA extends protection to persons who qualify under the United Nations’ Convention Relating to the Status of Refugees,
 the United Nations’ Convention Against Torture,
 and to those who would otherwise be at risk of life or cruel and unusual treatment or punishment if they were returned to their country of origin.



IRPA established broad security-related grounds for inadmissibility for permanent residents and foreign nationals who: (1) engage in espionage or “subversion against a democratic government, institution, or process”; (2) engage in or instigate the “subversion by force of any government”; (3) engage in terrorism; (4) constitute a danger to Canada’s security; (5) engage in violence that might endanger the lives or safety of persons in Canada; or (6) belong to an organization that engages, has engaged, or will engage in acts of subversion or terrorism.
  To remain in Canada, persons in these categories must demonstrate that their presence is not “detrimental to the national interest.”
  



IRPA created a confidential and summary procedure for addressing allegations or suspicion of inadmissibility on security-related grounds.  The Minister of Citizenship and Immigration and the Solicitor General can sign a certificate stating that a permanent resident or foreign national is inadmissible on security grounds, which is referred to the Federal Court.
 The judge must keep confidential the information that underlies the certificate.
  If the judge finds the certificate reasonable, this constitutes conclusive proof of inadmissibility, the removal order may not be appealed, and the person cannot apply for refugee protection.
  If the certificate is found to be unreasonable, the judge can quash it and allow an application for protection to proceed.
 A foreign national subject to a certificate of inadmissibility on security-related grounds must be detained.



IRPA allows for the warrantless arrest and detention of a foreign national (not a permanent resident), other than a refugee, who an immigration officer has reasonable grounds to believe is inadmissible, a danger, a flight risk, or whose identity cannot be determined.
  A permanent resident or foreign national may be detained after entry into Canada, if this is necessary to complete an examination or there are reasonable grounds to suspect the person is inadmissible on security grounds.
  IRPA provides for the regular review of detention determinations.
  It also allows for non-disclosure of information in admissibility hearings, detention reviews, or appeals.
  Finally, it increases the penalties for human smuggling, including fines of up to $1 million and life imprisonment for those convicted of smuggling 10 or more persons.
  

3. Public Safety Act


The Public Safety Act, 2002, which became law in May 2004, represents a key component  of Canada’s national security policy.
  Among other measures, it allows Ministers to issue interim orders to respond to security, health and safety threats that require immediate action.
  It requires air carriers to provide passenger information, upon request, to the Royal Canadian Mounted Police, the Canadian Security Intelligence Service, and Transport Canada so that these entities can assess security threats.
  It also allows Citizenship and Immigration Canada (CIC) to enter agreements and “arrangements” to share immigration-related  information with foreign governments.
  

4.  Public Safety and Emergency Preparedness


Canadian agencies have also been restructured to address security threats.  The Department of Public Safety and Emergency Preparedness, established on December 12, 2003, integrates core functions related to national security, intelligence, emergency management, policing, corrections, and border enforcement.
  Six agencies now report to the Minister of Public Safety and Emergency Preparedness: (1) the Royal Canadian Mounted Police; (2) Canadian Security Intelligence Service; (3) Correctional Service of Canada; (4) National Parole Board; (5) Canadian Firearms Center; and (6) the Canadian Border Services Agency (CBSA).  



The CBSA, in turns, consolidates: (1) customs functions that were previously located in the Canada Customs Revenue Agency (CCRA); (2) intelligence, interdiction, and border enforcement functions formerly handled by CIC; and (3) the passenger and initial import inspection services formerly with the Canadian Food Inspection Agency.
  This restructuring largely mirrors DHS.  However, in a deliberate attempt to de-couple national security and immigration, the CBSA does not handle immigration benefits and services.
   



Immigrant advocacy groups have expressed concern about the separation of the enforcement and the facilitation/services arms.  They argue that this will lead to conflicting policies and to case decisions on removal and loss of status that do not appropriately weigh facilitation issues.   

5. Public Security and Anti-Terrorism


The Public Security and Anti-Terrorism (PSAT) committee is a high-level, multi-agency working group designed to enhance security and address bi-national security challenges.  PSAT’s five priorities are: (1) to keep terrorists out of Canada; (2) to detect, prosecute, and remove terrorists; (3) to facilitate Canada-U.S. relations on security matters; (4) to facilitate international initiatives; and (5) to protect Canadian infrastructure.
  In December 2002, PSAT’s marine security plan was approved.  The plan seeks to protect domestic ports and, in general, to use intelligence to defuse threats before they reach Canadian territorial waters.
  It includes bi-lateral initiatives, like Joint In-Transit Container Targeting Teams, that screen information on containers arriving at key North American ports.
  More than 2.5 million containers pass through Canadian ports each year, with a large number headed to the United States.
  Canada will also explore the use of customs officials at overseas ports to assure inspection of high-risk containers.

6. Canadian Border Enforcement


ABA Committee delegations learned of the longstanding cooperation between U.S. and Canadian border officials, and Canada’s increased border enforcement efforts after 9/11.
  However, Canadian officials identified one area of concern. Unlike U.S. immigration officials, Canadian immigration officials do not work the primary inspection line, leaving this responsibility to customs officials.  Customs officials refer certain border crossers to immigration officials in secondary inspection.  Canadian officials worried that customs officials were not trained to identify persons who presented security or other risks.  They believed that immigration inspectors should be involved in primary inspection.

C.  Specific Programs and Initiatives:  Post 9/11 Efforts to Ensure a Secure Border


On December 12, 2001, Prime Minister Jean Chrétien and President George W. Bush signed the Smart Border Declaration which attempts to ensure security and facilitate the legitimate flow of people and goods.
  The Declaration’s centerpiece is a 30-point action plan.
  A related Canada-U.S. statement on migration calls for: (1) expanded joint border enforcement teams; (2) coordination between national and local law enforcement on both sides of border; (3) coordinated gathering and dissemination of intelligence; (4) synchronized visa waiver programs; and (5) joint development of biometric identifiers for travel documents.
  Border officials expressed support for these initiatives, although they recognized that sovereignty issues complicated joint- and pre-inspection efforts, a goal of the action plan. 



Under the Smart Border agreement, the United States and Canada have agreed to move forward on a variety of joint initiatives, independent (and sometimes parallel) programs, and enhancements to pre-September 11th efforts.  The programs attempt to concentrate resources on high-risk people and cargo, to enlist as partners the corporate sector and frequent border crossers (who have a vested interest in a secure and predictable border), and to stop potential threats before they reach the border.  

1.  Free and Secure Trade Program


Free and Secure Trade (FAST), a bi-national program, allows for the expedited movement of pre-approved low-risk importers, carriers, and drivers across the U.S.-Canadian border.
  FAST offers:  
· Expedited clearance for carriers and importers who have enrolled in the U.S. Customs-Trade Partnership Against Terrorism (C-TPAT) or Canada’s Partners in Protection (PIP) program; 

· Streamlined and integrated registration processes for drivers, carriers, and importers;  

· The ability to meet customs requirements with less information, use of dedicated lanes at major crossings, and physical examinations only on matters related to public security and safety;

· Managers who build client partnerships and monitor compliance with program requirements.

A prospective FAST participant must complete an application which requests detailed information about the company’s structure and operations.  Once approved, a company must use a FAST-approved carrier and a FAST-approved driver to transport goods across the border. 



FAST is available at the 12 highest-volume border crossings:  Detroit (Michigan)/Windsor (Ontario); Buffalo (New York)/Fort Erie (Ontario); Lewiston (New York)/Queenston (Ontario); Port Huron (Michigan)/Sarnia (Ontario); Champlain (New York)/Lacolle (Quebec); Blaine (Washington)/Pacific Highway (British Columbia); Stanstead (55) (Quebec)/Derby Line (Vermont); St. Armand/Phillipsburg (Quebec)/Highgate Springs (Vermont); Lansdowne (Ontario)/Alexandria Bay (New York); Emerson (Manitoba)/Pembina (North Dakota); North Portal (Saskatchewan)/Portal (North Dakota); and Coutts (Alberta)/Sweetgrass (Montana).
  It should be available at all major commercial crossings by the end of 2004.



Border officials told the visiting ABA delegations that FAST would succeed only if corporations witnessed its benefits.  At the time of the delegation’s visit to Detroit only 10 percent of traffic had signed up for FAST, a far lower percentage than for C-TPAT.

2. Customs-Trade Partnership Against Terrorism (C-TPAT) and Partners in Protection (PIP)


C-TPAT attempts to build public-private partnerships that strengthen security along supply chains to minimize the risk of terrorist attacks.  Participants gain access to a variety of benefits, such as reduced numbers of inspections and decreased border crossing times.  



In order to participate, applicants must sign an agreement that commits them to: (1) complete a comprehensive self-assessment of their supply chain using prescribed security guidelines; (2) complete a security profile questionnaire; (3) develop, implement, and enhance their security measures; and (4) communicate C-TPAT guidelines to other companies in the supply chain.



Once admitted, a company bears primary responsible for achieving and maintaining program compliance.  Customs Validation Teams review a certified company’s security program to ensure that it is abiding by C-TPAT requirements.
  “Validations” may be initiated based on import volume, security-related anomalies, strategic threat posed by geographic regions, other risk-related information, or as a matter of routine oversight.
 C-TPAT participants receive a 30-day advance written notice prior to the beginning of validation.
 Security experts have criticized programs like C-TPAT for operating without adequate government oversight or verification.
  The Bush Administration’s 2005 budget includes $15.2 million increase in C-TPAT funding.
 



Like its U.S. counterpart, Canada’s PIP program requires participants to sign partnership agreements and submit self-assessments of their security systems.  Applicants must answer questions on physical security, personnel, and service providers.  PIP also requires a memorandum of understanding (MOU) between CCRA and the participating company.  The MOU contains similar language to the C-TPAT partnership agreement.  Participants must also agree to appoint CCRA and PIP company representatives and to adopt  procedures to alert CCRA to potential violations.  

3. NEXUS


The NEXUS program allows pre-approved, low-risk travelers to be processed with little delay through the use of specially equipped commuter lanes.
  Participants receive an identification card which allows them to use NEXUS-dedicated lanes in the United States and Canada and to cross the border without routine customs and immigration inquiries.
  The program is open to U.S. and Canadian citizens and permanent residents, as well as to visa holders who can demonstrate a need to use NEXUS lanes.
  



NEXUS operates at 10 high-volume border crossings:  Pacific Highway (British Columbia)/Blaine (Washington); Douglas (British Columbia)/Peace Arch (Washington); Boundary Bay (British Columbia)/Point Roberts (Washington); Bluewater Bridge (between Sarnia, Ontario, and Port Huron, Michigan); Ambassador Bridge (between Windsor, Ontario, and Detroit, Michigan); Peace Bridge (between Fort Erie, Ontario, and Buffalo, New York); International Tunnel (between Windsor, Ontario, and Detroit, Michigan); Rainbow Bridge (between Niagara Falls, Ontario, and Niagara Falls, New York); Whirlpool Bridge (between Niagara Falls, Ontario, and Niagara Falls, New York) Route 15 (between Lacolle, Quebec, and Champlain, New York); and St. Armand-Phillipsburg (Quebec) and Highgate Springs (Vermont).
 



Border officials extensively screen NEXUS applicants.  One criminal conviction, warrant, or customs violation disqualifies an applicant from participation.  Officials regularly run the names of NEXUS participants against the National Crime Information Center (NCIC) database.

4.  Advance Passenger Information Programs


Both the United States and Canada have implemented automated systems that collect passenger data and use it to identify individuals who may pose a security threat.  The U.S. Advance Passenger Information System (APIS) program, created in 1988, applies to both air and sea carriers.  The Canadian Advance Passenger Information/Passenger Name Record (API/PNR) program focuses on air travel, but will ultimately cover all modes of travel.



APIS performs database queries on passengers and crew members in advance of their arrival in or departure from the United States.  In November 2001, the Aviation and Transportation Security Act
 was signed into law, requiring commercial air and sea carriers to transmit APIS data on all passengers and crew members to CBP.  For air carriers, passenger data must be transmitted within 15 minutes of a flight’s departure, while crew member data can be submitted at any time prior to departure.  For sea carriers, data transmission deadlines correspond to the voyage’s duration.  Once transmitted, APIS data is checked against the Interagency Border Inspection System, a combined federal law enforcement database containing information from CBP and 21 other federal agencies, and the NCIC database.
  



Like its U.S. counterpart, the Canadian API/PNR program seeks to prevent high-risk travelers from reaching Canada’s borders. The API program collects basic data and identifies a traveler at check-in.  The PNR program, which complements API, tracks data in carrier reservation systems.  PNR information identifies passengers upon arrival who need further examination or who may constitute a future threat.
  The PNR program began in July 2003.  

5.  U.S.-Visitor and Immigration Status Indicator Technology


The U.S.-Visitor and Immigration Status Indicator Technology (U.S.-VISIT) program,
 designed as a comprehensive entry-exit system, has four major goals: (1) to enhance the security of U.S. citizens and visitors; (2) to expedite legitimate travel and trade; (3) to ensure the integrity of the U.S. immigration system; and (4) to safeguard the personal privacy of visitors to the United States.
  



Under the program, inkless fingerprints and digital photos are taken of visitors who need a visa to enter the United States.
  When leaving the country, visitors must use self-service kiosks to scan their travel documents and repeat the fingerprinting process.
  After a visitor has “checked out,” this information is added to his or her travel record to demonstrate compliance and record the visitor’s status in anticipation of future visits.



Arrival and departure records are stored in a central system called the Arrival/Departure Information System.  This data is updated continuously, so that U.S.-VISIT can track whether a visitor overstays his or her allotted length of stay.  The information gathered by the program is available to CBP officers at ports-of-entry, special agents at ICE, USCIS, U.S. consular offices, and other federal, state, and local law enforcement personnel.  



By January 5, 2004, U.S.-VISIT had become operational at 115 airports and 14 seaports.  The program is expected to be in place at the 50 most highly trafficked land ports-of-entry by December 31, 2004, and at all ports of entry by December 31, 2005.  In evaluating U.S.-VISIT’s first phase, the U.S. General Accounting Office concluded that the program had not put in place “the kind of rigorous and disciplined management controls that are typically associated with successful programs, such as effective test management and configuration management practices.”
  Several border officials expressed the need for more staff to meet the increased workload created by U.S.-VISIT.  Officials would not comment on whether they believed the program would be cost-effective.



U.S.-VISIT initially applied to foreign nationals who needed a visa to visit the United States, but on September 30, 2004 DHS expanded the program to include citizens from 27 “visa waiver” countries.
  Once U.S.-VISIT is fully in place, targeted programs such as the National Security Entry-Exit Registration System will end. 



The DHS FY 2005 budget provided for $340 million in U.S.-VISIT funding,
 roughly the same amount that was spent on the program in FY 2004.
 In its early stages, the program has been credited with the arrest of several criminals.

6.  National Security Entry-Exit Registration System


The National Security Entry-Exit Registration System (NSEERS) program currently requires the registration of nationals from five countries (mostly temporary visitors) and anyone else who DHS identifies as being of interest when they arrive.  Registration entails fingerprints, photographs, and interviews at secondary inspection.  In addition, those registered must exit the country at the port they entered.   In 2002 and 2003, NSEERS also required male non-immigrants (age 16 or over) from 25 countries to register either at a U.S. port-of-entry (“POE registration”) or at a local office of DHS Immigration and Customs’ Enforcement (ICE) (“call-in registration”). The program was intended to collect detailed information about the background and purpose of an individual’s visit to the United States, to verify his location and activities, and to confirm his departure.  



DHS has since suspended its 30-day and one-year re-registration requirements in anticipation of the implementation of  U.S.-VISIT.
  It may still require individual registrants or groups of registrants to re-register.
  The NSEERS program—which has been widely criticized—is discussed at greater length below.

7. Container Security Initiative


Roughly 90 percent of the world’s cargo moves by container.
  Each year, more than 20 million 40' by 8' by 8' cargo containers enter the United States on ship, truck, and train.
  It takes five agents three hours to conduct a thorough inspection of a single container.  It would take six months to inspect one day’s shipments of containers to the United States.
 As a result, only a small percentage of containers—5.2 percent of sea containers, 15.1 percent of truck containers, and 22.6 percent of rail containers—receive even a brief inspection.
  An attack using a container would likely shut down the shipment of all containers for a temporary period, leading to billions of dollars in losses. 



The Container Security Initiative (CSI) addresses the vulnerability presented by incoming ship containers. The CSI seeks to: (1) identify “high-risk” containers using advance electronic information; (2) pre-screen containers at foreign ports; (3) use advanced technology (such as radiation detectors and large-scale radiographic imaging machines) to identify dangerous cargo; and (4) develop and use “smart” and secure containers.
  The programs has become operational in 26 international seaports.

8. Advance Electronic Presentation of Cargo Manifest Information and Advance Commercial Information



On January 5, 2004, the United States began to require advance electronic presentation of cargo manifest information for all modes of transportation.
  Once manifests are electronically submitted, they are processed at CBP’s National Targeting Center (NTC) through its Automated Targeting System (ATS).  The ATS identifies high-risk shipments that may require additional screening or physical inspection.  Advance information regarding inbound truck cargo must be supplied one hour prior to arrival in the United States via a CBP-approved data-interchange service.
  Sea carriers must transmit manifest information to CBP via the Vessel Automated Manifest System within 24 hours in advance of lading at foreign ports of origin.



Like its U.S. equivalent, Canada’s Advance Commercial Information (ACI) initiative will require key data to be transmitted electronically before goods arrive in Canada.  The initiative will be implemented in phases, beginning with marine cargo in April 2004.
  Future phases will require advance electronic cargo and conveyance information for all transportation modes. Current proposals require advance information regarding rail cargo to be submitted two hours prior to arrival and information relating to highway cargo (non-FAST shipments) to be submitted one hour prior to arrival.  There will be no advance reporting requirement for FAST shipments.

9. Computer-Assisted Passenger Pre-Screening II
The Computer-Assisted Passenger Pre-Screening II (CAPPS II) program was designed to authenticate travelers’ identities and to perform risk assessments based on undisclosed criteria.  Its predecessor program, CAPPS, had selected several of the 9/11 terrorists, but at the time this only triggered the screening of checked bags (one per passenger).



Under CAPPS II, airlines would have asked passengers for an expanded amount of reservation information, including full name, date of birth, home address, and home telephone number.
  The CAPPS II system would then have verified the identity of the passenger and conducted a risk assessment using commercially available data and intelligence information.  The assessment would have resulted in a recommended screening level, either no risk, unknown or elevated risk, or high risk.  Once the system had computed a traveler’s risk score, it would send an encoded message to be printed on the boarding pass indicating the appropriate level of screening.  By early 2004, the development of CAPPS II had fallen significantly behind its original schedule.
  In July 2004, DHS Secretary Tom Ridge announced that CAPPS II had been terminated due to privacy and technology concerns.
  The privacy concerns revolved around the government’s non-disclosure of the sources of information to be used in CAPPS II, the lack of access by citizens to personal information about them, and the inability to correct inaccurate information.

10. Enhancement of Pre-9/11 Integrated U.S.-Canada Enforcement Efforts: Integration Border Enforcement Teams, Joint Facilities, and Local Law Enforcement Efforts


Bi-national  border control programs and law enforcement initiatives at national, regional, and local levels have long been a part of life along the Canada-U.S. border.  These efforts continue, but with increased intensity and a heightened emphasis on security. 



Integrated Border Enforcement Teams (IBETs) exemplify how joint law enforcement initiatives have expanded since the September 11th attacks.  IBETs are comprised of U.S. and Canadian law enforcement, immigration and customs officials.  Originally tasked with tracking and handling cross-border crimes in targeted areas (two sites prior to September 11th), they now operate in 14 sites and their mandate has expanded to encompass terrorist acts and infiltration.  



The United States and Canada also share border facilities, including large-scale commercial facilities at Osoyoos (British Columbia)/Oroville (Washington) and Coutts (Alberta)/Sweetgrass (Montana).  



Localities in both nations are also coordinating efforts (independent of the national governments) to ensure the security of their bi-national border communities.  For example, in December 2003, the Premier of Quebec and the Governor of Vermont signed agreements to share local law enforcement information and engage in joint efforts to protect the border.   

IV.  Humanitarian Issues Related to the Canada-U.S. Border in the Post-9/11 Era


The United States and Canada take pride in their historically generous immigration policies.  More than 18 percent of Canadians
 and 11 percent of U.S. residents are immigrants.
  Between 1991 and 2000, Canada admitted 2.2 million immigrants and the United States admitted 9.1 million.
  The foreign born comprise 20 percent of Canada’s work force
 and were responsible for 70 percent of Canada’s labor force growth in the 1990s.
  Similarly, immigrants comprise 14 percent of the U.S. workforce,
 filled 50 percent of the new U.S. jobs between 1990 and 2001,
 and will be crucial to meeting the projected 21.3 million U.S. job increase between 2002 and 2012.



Both nations also enjoy a proud tradition of providing haven for those fleeing persecution and need immigration to address the challenges of an aging population, what one Canadian official called a “demographic time bomb.”  According to Canadian officials, by 2012, any increase in the Canadian workforce will have to come from immigrants.  By 2025, any increase in the Canadian population at large will come from immigration.  The traditional openness of the United States and Canada to immigrants and refugees makes several post-9/11 immigration developments particularly jarring.  

A.  Safe Third Country Asylum Agreement


The U.S.-Canada Safe Third Country Asylum Agreement requires asylum seekers who arrive at a land port-of-entry to seek protection in the first country of arrival (referred to as the “country of last  presence.”)
  Thus, the asylum-seeker from Colombia who visits Miami on his way to join an expatriate community in Toronto will now be returned by Canadian officials to the United States.  This provision will particularly impact Canadian asylum-seekers.  An estimated 13,500 persons seek asylum in Canada at ports-of-entry, compared to just 200 persons who seek asylum in the United States at U.S.-Canada ports-of-entry.
   



Article 4(2) of the Agreement sets forth exceptions for: (1) persons with at least one family member in the receiving country who has been accepted as a refugee or has lawful status, other than as a visitor; (2) persons with at least one family member in the territory of the receiving country who is over 18 years of age and has a refugee claim pending; (3) unaccompanied minors; or (4) persons who arrived in the receiving country with a validly issued visa or other valid admission document (other than a transit visa), or who did not have a visa because none was required to enter.



The Agreement provides that either country may adjudicate a refugee claim “where it determines that it is in its public interest to do so.”
  In addition, no claimant may be removed to a country outside Canada or the United States until the claim has been determined by one of the two countries.
 



Since the Agreement does not apply to persons who enter the country illegally, immigrant rights groups and border officials predicted that it would lead to increased illegal migration to Canada.  As one Canadian official put it, “only the most foolish” asylum-seekers will present themselves at the border.  Many will cross illegally so that they can make a claim, circumventing Canada’s ports-of- entry.   



The Agreement has been criticized for weakening the refugee protection regime of both countries.  Amnesty International has called the “country of last presence” provision a “fundamental flaw.”
  Since many flights to Canada, including virtually all from Latin America, stop in the United States, the Agreement will effectively “trap” immigrants in the U.S. system.  Human rights groups have also criticized the Agreement for doing little to further national security.
 It has been characterized as a “bargaining chip in the larger U.S.-Canada border discussions” that will allow Canada “to shift a significant portion of its asylum case load to the United States.”
 One Canadian official said that the Agreement was intended to ensure that the United States did not perceive Canada’s asylum system as a security threat.  Other critics argue that it will make the border less secure by creating “inefficiencies, burdens, and delays” and by “undermining orderly and secure procedures.”
  



Attorneys at Freedom House and VIVE, Inc. argued that the Agreement would be acceptable only if the two nations’ asylum systems were compatible.  In their judgment, certain asylum-seekers—those with claims of persecution based on their gender, persons who run afoul of the U.S. one-year asylum filing rule, and persons from select countries—would be more likely to receive asylum in Canada.  These persons would be disadvantaged by the Agreement.  In addition, Canada’s social safety net for asylum-seekers (refugees) has traditionally been more generous than the U.S. system.
  In the circumstances, asylum-seekers may wish to seek refugee status in Canada, but will not be permitted to do so unless they qualify for an exception or they enter Canada illegally.



The Safe Third Country Asylum Agreement should not be confused with a longstanding “reciprocal agreement” between the United States and Canada.  Under this reciprocal agreement, a foreign national who enters one country from the other can be returned to the sending country, rather than to his country of birth.  The reciprocal agreement also creates anomalies and hardships.  A Committee delegation learned of the case of an Angolan family who passed through the United States only to be denied refugee status in Canada.  Under the reciprocal agreement, Canada deported the family to the United States where the 16-year-old son was placed in a youth detention center in Spokane, the 17- and 18-year-old daughters were deported one day to Buffalo, and the mother and an infant were deported a different day.  

B. Special Registration


Between September 2002 and April 2003, the United States required males (over age sixteen) from 25 countries, who entered the country on temporary visas before September 30, 2002, to be registered, photographed, fingerprinted, and interviewed. As of September 30, 2003, the NSEERS program had led to the arrest and detention of 2,879 persons who voluntarily came forward, including many awaiting permanent residency based on approved family-based visa petitions, and the United States had initiated removal proceedings against 13,799 persons.
  Persons in the third “call-in” group—Pakistanis and Saudi Arabians—were initially required to register from January 13 to February 21, 2003.
  The registration date was subsequently extended to March 21, 2003.  



On its May 2003 trip to Buffalo, the Committee delegation learned of the flight to Canada of thousands of Pakistani nationals—and, to a lesser extent, Bangladeshis and Egyptians—to avoid U.S. registration requirements.
   VIVE, Inc., for example, provided shelter to 146 Pakistanis in December 2002, 414 in January 2003, 513 in February 2003, and 129 in March 2003.  It reported that the prospect of detention and deportation had terrified the Pakistanis.  Although the registration requirements only applied to men, entire families—many with small children—sought shelter as a first step to seeking refugee status in Canada.  The phenomenon occurred across the Canada-U.S. border.  At Detroit-Windsor, Freedom House reported a similar spike in Canadian refugee claims by Pakistani, Bangladesh, and nationals from other countries, coinciding with special registration deadlines.  During peak special registration months, Freedom House handled roughly 140 cases per month, compared to its normal 40 cases.



Human rights groups have challenged “special registration” as a potential violation of international law protections against discrimination.
  Whether or not this claim has merit, it seemed extraordinary to the Committee delegations that well-established U.S. residents—many of whom had overstayed their temporary visas—were fleeing in large numbers to Canada.
   



Counter-terror experts have criticized the shortsightedness of law enforcement tactics that alienate immigrant populations whose active support is crucial to the war on terror.  Vincent Cannistraro, former head of the U.S. Central Intelligence Agency’s Counter-Terrorism Center has said: 

In many respects when we alienate communities, particularly immigrant communities, we undermine the very basis of our intelligence collection abilities because we need to have the trust and cooperation of people in those communities . . . .  If the FBI conducts sensitive interviews with community leaders at the same time that that community’s members have been rounded up by INS, forced to report—and everyone who reports knows that if they are illegal, they are not a document holder, that they can and will be deported—we have really eliminated the ability to get information that we really need.

In this regard, the call-in registration program worked at cross-purposes to the security concerns that led to its creation.  As staff at VIVE, Inc. and Freedom House pointed out, the thousands fleeing “special registration” never presented themselves to U.S. officials for a security screening.  The government never learned their identities or their reasons for being in the country, which was the initiative’s purpose.  



At the same time, the U.S. “special registration” program overwhelmed the Canadian refugee system, representing a rare example of poor coordination between the United States and Canada on migration issues.  Canadian officials turned back persons who appeared at the border for refugee interviews.
  According to United Nations High Commissioner for Refugees, the United States detained many of those who were turned away, and U.S. immigration judges refused to release many detainees for their scheduled refugee interviews in Canada.
  This created great hardship for the migrants and inefficiencies for both the Canadian and U.S. systems.  According to VIVE, Inc. residents of local shelters who made appointments for Canadian refugee interviews had to wait in shelters or border hotels for up to two months.  If the U.S.-Canada Safe Third Country Asylum Agreement had been in effect, many of these migrants would have been prevented from seeking asylum in Canada and then barred from asylum in the United States based on the U.S. one-year (from arrival) filing deadline.
 



A similar surge in refugee claims to Canada preceded IRPA’s implementation on June 28, 2002.   According to VIVE, Inc., thousands of refugee claimants tried to enter Canada prior to this date, some apparently confusing IRPA with the Safe Third Country Asylum Agreement between the United States and Canada.
  In May 2002, VIVE, Inc. had 763 new arrivals, its largest number up to that point, and in June 2002 it had 730 arrivals.  These included 276 Colombians in May and 235 in June.  As with the “special registration” program, this surge in refugee applications overwhelmed the capacity of the Canadian refugee system.



The NSEERS program also raised serious concerns about the potential treatment of Canadian citizens with dual citizenship in targeted countries.  In response, the U.S. Ambassador to Canada assured the Canadian government that those entering the United States with Canadian passports would not “be treated any differently depending on where they were born.”
  However, U.S. officials have also indicated that while place of birth will not automatically trigger registration requirements for Canadian citizens, it reserves the right to register select Canadians.

C.  Extraordinary Rendition: The Case of Canadian Citizen Maher Arar


The case of Maher Arar, a dual citizen of Canada and Syria, severely strained the U.S.-Canada partnership on national security and immigration.  Arar came to Canada from Syria with his parents as a teenager.
  He earned his college and master’s degrees in Canada, married a Canadian citizen (an immigrant from Tunisia), and the couple had two children.  He worked for a Massachusetts-based technology firm.  On September 26, 2002, he was returning to Canada from a family vacation through New York’s John F. Kennedy airport when U.S. immigration authorities detained him.
  After repeated requests, Arar was granted permission to make a telephone call.  He called his mother-in-law, who informed Canadian officials of his detention.  



After intensive interrogation in the United States over several days, Arar was expelled to Syria.
  He had asked to be deported to Canada, despite pressure by U.S. officials to agree to deportation to Syria.  He repeatedly told U.S. officials that he would be tortured in Syria.  Based on U.S. State Department reports, the claim was plausible.  In its 2003 human rights report, the State Department reported: 

During the year, the SHRC Syrian Human Rights Committee reported numerous cases of torture in custody . . . .  Former prisoners and detainees, as well as the SHRC, reported that torture methods included administering electrical shocks; pulling out fingernails; forcing objects into the rectum; beating, sometimes while the victim is suspended from the ceiling; hyperextending the spine; bending the detainees into the frame of a wheel and whipping exposed body parts; and using a chair that bends backwards to asphyxiate the victim or fracture the victim's spine. Torture was most likely to occur while detainees were being held at one of the many detention centers run by the various security services throughout the country, particularly while the authorities were attempting to extract a confession or information.

Despite this record, Arar was flown to Jordan on October 9, 2002.  Shortly thereafter, Jordanian officials turned him over to Syrian authorities.  Canadian officials did not learn of Arar’s presence in Syria until on or about October 20, 2002.  It was not for another year—until October 5, 2003—that Arar was released to Canadian officials in Syria.  Following his return to Canada, Arar alleged that he had been severely tortured by Syrian officials, including beatings with cables.
  The worst torture reportedly occurred in his first days in Syrian custody, before Canadian officials visited him.



The removal of Maher Arar to Syria raises serious concerns about whether the U.S. treatment of certain suspected terrorists comports with international law.  The United States and Canada are signatories to the Convention Against Torture and Other Cruel, Inhuman, and Degrading Treatment or Punishment  and the International Covenant on Civil Rights and Political Rights.
  These instruments seek to ensure that persons are not removed to states where they would suffer torture and other human rights violations.  In this case, Mr. Arar does not appear to have been offered the protections required by international law.  His case exemplifies the need for adherence by the United States to its international obligations, as well as for close coordination between the two nations on security issues.  

V.  Findings


It has become axiomatic that the goal of U.S.-Canada border relations, as enunciated in the “smart border” plan, should be “to enhance security . . . while facilitating the legitimate flow of people and goods.”  The Committee recognizes the extraordinary security threats faced by both countries and the immense responsibility that this places on border officials.  One official characterized border enforcement post-September 11th as “a game of one,” with little margin for error.  The Committee also recognizes the importance of a relatively open border and generous immigration policies to the economic viability of both nations.  Within this broad framework, the Committee has several findings. 

· The immense volume of trade and traffic across the U.S.-Canada border and the fact that the automobile and other major industries have developed on the assumption that crossing the border will be expeditious and predictable makes draconian border enforcement policies untenable.  Enforcement initiatives that slow border traffic even marginally will negatively impact on the economies of both nations.  As the events of September 11th illustrated, the closure of the U.S.-Canada border, even for a short period of time, can have severe economic consequences. 

·  Economic security cannot be divorced from national security, a fact not lost on Al Qaeda terrorists who select economic targets.  A closed border would be self-defeating from a security perspective.  It also would devastate bi-national communities, businesses, and families. 

·  Border and other immigration enforcement measures can play an important role in counter-terror efforts, but not in isolation.  Intelligence, the linchpin of counter-terrorism, comes primarily from military, intelligence and law enforcement efforts, not from immigration control.  Intelligence must be accessible to the appropriate immigration officials.  With good intelligence, border officials have the possibility of intercepting a terrorist or preventing an attack.

· It would be impossible to eliminate the risk of a terrorist attack at a border crossing or to prevent a determined terrorist from crossing.  The volume of legal traffic, the difficulty of defending a 5,525 mile border and the inevitable resource limitations demand the adoption of a “risk management” approach to border security.  Resources must be used in ways that limit the risk of terrorism as much as possible.  Even before its incorporation into DHS, the U.S. Customs Service recognized that it could not inspect every car, truck or container.  A useful byproduct of the transition to DHS may be the adoption of more targeted and cost-effective immigration enforcement tactics; i.e., those dealing with persons.  A risk management approach will require careful planning and analysis of the effectiveness of all DHS programs on the border, but particularly large-scale initiatives like U.S.-VISIT.  

· Enforcement initiatives and technologies that attempt to identify and address potential risks before they reach the border deserve support.  Terrorist plots must be confronted and stopped at the earliest possible point.  Once a plot reaches a border, it may be too late to stop it and an attack at a port-of-entry or at a target inside the country could be devastating.  The border represents just one battle ground in what must be a transnational effort against a transnational threat. 

· Government enforcement strategies must focus on high-risk traffic and must partner with frequent border crossers.  Given resource limitations, the two nations need to enlist the support of organizations and individuals with a vested interest in a predictable and efficient border.  However, initiatives like C-TPAT, PIP and CSI require more resources and staffing, and effective government oversight.  They demand a “trust, but verify” approach.
  Counter-terrorism and enforcement responsibilities should not be delegated entirely to private corporations and individuals.

· Technology plays a crucial role as a “force multiplier” on the border.  It does not and cannot replace human inspectors, but it makes their work more targeted and effective.  The Committee was impressed by the commitment and professionalism of the many border officials it met.  As these officials argued, increased resources for border enforcement should be tied to demonstrated needs, successful strategies, and new technology.   

· The Committee did not find a persuasive security rationale for the Safe Third Country Asylum Agreement.  Although perhaps narrower in scope than many realize, the Agreement will nonetheless preclude many migrants from seeking asylum in the country of their choice.  The Committee did not see the value in weakening refugee protections, as the Agreement will do, for dubious or non-existent security reasons. 

· The large-scale migration of Pakistanis and other nationals from the United States to Canada due to the U.S. “special registration” program argues for better bi-national coordination of immigration policies.  Migrants fleeing from this program overwhelmed U.S. border shelters and strained the Canadian refugee system.  Had the Safe Third Country Asylum Agreement been in place at the time, many would have been returned to the United States, where they would have been barred from seeking asylum by the one-year asylum filing rule.  Country-specific registration programs also raise weighty international law and civil liberties issues, and their effectiveness as counter-terror tools has been disputed. 

· Identity and security screening should be conducted of all asylum-seekers in Canada and the United States.  Canada’s efforts to address the security concerns raised about its immigration system should be commended.  As its officials pointed out, Canada vets refugee candidates at the outset of their applications and has the option to detain security threats.  Even prior to September 11th, Canada’s domestic and overseas watch lists were linked and Canada required a waiting period for visa applicants from high-risk locations.  Canada also has a smaller undocumented population than the United States, meaning that it has far fewer residents who have not yet received a security vetting.  Canada has had a pre-clearance program at overseas airports for more than a decade. 

· The U.S. interception and deportation of Canadian citizen Maher Arar as he was attempting to transit to Canada through John F. Kennedy International Airport in New York raises grave human rights concerns.  Arar was sent through Jordan to Syria where he allegedly suffered 10-months of interrogation and torture.  This action undermined bilateral immigration and security strategies, and appears to have violated international law.   

· The integration of the former U.S. Customs Service and INS into DHS appears to be progressing as smoothly as could be expected in its early stages.  As some DHS officials argued, however, there will be a need for greater definition of roles and responsibilities as the transition continues.  Managing the integration and growth of the DHS will be crucial.  In particular, cross-training and supervisor training must remain a high priority.  In addition, the comprehensive “check in/check out” program for visitors known as U.S.-VISIT must be adequately staffed and carefully evaluated.  

· The development of the relationship between the new CBSA and the CIC is also a work in progress. CBSA and CIC must work together to manage and to improve the facilitation  and enforcement aspects of the immigration process.  This will be crucial to the success of Canada’s future immigration policies, as well as to its consideration of individual cases.

· The Canadian border officials with expertise in immigration should participate in the primary inspection process at ports-of-entry.  These officials will be better qualified than customs officials to identify potential terrorists and criminals.

· Despite the key immigration and security measures adopted since September 11th, there is an ongoing risk and, indeed, a likelihood of additional terrorist attacks.  This argues not for a more closed border (which would be counter-productive), but for careful planning that would mitigate the loss and disruption created by another attack.
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